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Online Safety – How to keep your children safe online 
 

Online Safety is a term which refers not only to the internet but other ways in which 

young people communicate using electronic media, e.g. mobile phones.  
Online Safety means ensuring that children and young people are protected from 

harm and supported to achieve the maximum benefit from new and developing 

technologies without risk to themselves or others.  
The aim of promoting online safety is to protect young people from the adverse  

consequences of access or use of electronic media, including from bullying,  
inappropriate sexualised behaviour or exploitation.   

Teenagers spend a considerable amount of time on social media each day.  It is  
important that we know how to protect our children when they use any online  

platform. 

Parental Controls 
Remind your child about keeping their settings on social media private, not sharing usernames and passwords 

with others, not sharing inappropriate images or material and not being dependent on a device are crucial  

areas of discussion. It is also a great opportunity for you as parents and carers to set up parental controls on 

devices and make your expectations on use explicit from the outset. Setting up parental controls is easier than 

you may think. Most devices have them pre-installed and it is simply a case of activating them. The link be-

low has a range of fantastic step-by-step guides for different devices to help you set up parental controls.  

Parental controls & privacy settings guides  

Before you give your child a new device, consider this checklist below:  

• Set parental controls on your broadband to prevent your children seeing things they shouldn’t  

• For smart phones check parental controls are also set up on the mobile network  

• Use the device setting so you can only download age-appropriate apps and games  

• Set up password control or disable in-app purchasing so big bills are not run up accidentally  

• Download age-appropriate apps you’re happy for your child to use  

• Disable location services so your child doesn’t unintentionally share their location with others  

Teenagers spend on average 15 hours online per week, but through discussions with some of our students 

this is a conservative estimate. Some are spending more than 6 hours per day online and this can be detri-

mental to their emotional and physical wellbeing if it is not managed appropriately.  

How to find screen time  on iphone IOS 

Of course, we understand that the online world forms an important part of a young person’s life and there 

are many valuable uses of the internet. As with most areas of life, it is about finding a healthy balance. 

https://www.internetmatters.org/parental-controls/
https://www.youtube.com/watch?v=c6siBi7Q1WU


10 of the Most Dangerous Apps for Children 

Tik Tok - TikTok is dangerous due to the nature of the content and its explosive popularity.   

TikTok shows users short viral videos covering a wide variety of topics and pop culture memes.  

Because of this, many videos are not appropriate for children and teens. Videos showing profanity, violence, sexual 

content, and other inappropriate behaviour such as dangerous viral challenges are common.  

Hoop - Hoop is a dangerous app for children because it allows children as young as 12 to swipe through  

profiles and request SnapChat handles. In addition, the app includes detailed personal  

information for users, including photos, gender, and age.   

Omegle - Omegle is an anonymous video chatting platform that will automatically set the user up  

with another user anywhere in the world. Omegle is known to expose people to real-life sex acts or nudity. So 

when kids use this app, there’s no exception or method of censoring any images.  

Discord - Extremely popular with children looking for a private space to talk with their friends about  

everything from gaming to what happened in math class. It is a platform that allows users to message  

others directly, voice chat, video call, or create chat rooms.  

Roblox - Roblox is one of the most potentially dangerous apps for children. The fact that it’s built on user-

generated content and has a chat feature significantly increases the odds of a child seeing inappropriate content 

during a game. 

Ome TV - We have become aware of an app called 'OMETV' that is becoming increasingly popular with children 

and young adults. Children are using this app to video chat with strangers, allowing them to end calls and move on 

to the next person. This has led to instances of inappropriate content, insults, and nudity/sexual acts. They can also 

screen record the videos.   

Snapchat - Snapchat has garnered much attention in the media and from concerned parents due to the nature of its 

disappearing messages. Snapchat allows users to send temporary text messages and media content to their friends. 

Many children and teens secretly use the app to evade the watchful eye of parents who monitor their text messages.   

Tumblr - Tumblr is very popular with teenagers.  Unfortunately, the culture on the platform tends to lean towards 

darker themes of anxiety, depression, drug use and self-harm. It is often used as a creative or expressive outlet for 

teens to explore these issues and other topics including body image, sexuality and relationships. 

Kik - Kik is a messaging app that has been incredibly popular in recent years, especially with teenagers. As a  

mostly anonymous app, users do not have to verify any information to create an account and username. This 

makes it very easy for predators to get easy access to children and it is very common for people on Kik to lie about 

who they are.      

IMVU - Avatar-based games and apps like IMVU are especially dangerous for children and teens. Role-playing of 

all kinds, usually sexual, takes place in a virtual world with virtual characters. Users can chat with others all across 

the world while interacting with their avatars. These chat rooms are unmoderated, and bullying is rampant.   

 

 

https://findmykids.org/blog/en/is-snapchat-safe-for-kids


What’s good about Social Media: 

• staying  connected with friends and family 

• volunteer or get involved with a campaign, non-profit, or charity 

• enhance their creativity by sharing ideas, music, and art 

• meet and interact with others who share similar interests 

What’s bad about Social Media: 

The flipside is that social media can be a haven of cyberbullying and other questionable  

activities.  Without meaning to, children can share more than they should.  Most teens  

post photos of themselves on their profiles, reveal their birthdates and interests, post  

where they live…...the list is endless.  All this can make them easy targets for online  

predators and those that might mean them harm. Children can also face the possibility  

of a physical encounter with the wrong person.  Many apps reveal the poster’s location.   

This can tell anyone exactly where to find the person using the app.  Children are unable  

to retract photos, videos, pictures and comments once they have been posted online, which means they are 

impossible to completely erase from the internet. 

Mobile & Tablets 

Lots of mobiles and tablets come 

with settings that can help you  

manage what your child can and 

can’t see or do online. 

When using parental controls, make 

sure to check things like location 

settings and what  

information your child is sharing with  

others.  It’s most important to talk to your  

children about what they’re doing online. 

 

Home Broadband 

Your internet provider may offer a free filter so 

you can control the content that you and your 

family see.  You’ll need to manually set-up any 

device connected to your home 

broadband.  

How you do this will depend 

on your provider and you’ll 

need to access your home  

router or hub.  It’s really easy and simple to do. 

Search Engines 

Sometimes innocent 

searches lead to not so  

innocent results.   

Make sure the content 

that your child sees 

online is appropriate for 

their age by using  

controls available in search engines like Google and 

Bing. 

Setting up filters like Google SafeSearch helps to 

protect your child from seeing inappropriate or adult 

content.  Or you could use a child-friendly search 

engine like Swiggle and Safe Search UK. 

Games Consoles 

Most games consoles are internet- 

enabled. Which means  you child  

can go online and chat with other  

players or make in-game purchases. 

Like with mobiles and tablets, the controls on 

your games console help you to manage what 

your child can and can’t do. Some devices allow 

you to: 

• Set up different profiles for each family 

member. 

• Deactivate the internet. 

• Turn off chat functions to stop your child 

from talking to strangers. 

 



Parental controls are an important way to keep your child safe online. 

Parental controls can be used to block upsetting or harmful content,  

control in-app purchases or manage how long your child spends online.  

 

And the good news is parental controls are really easy to set up. 

Innocent searches sometimes reveal not so innocent results.  So if you’re worried 

about what your child is searching for online, who they’re 

talking to or what they’re seeing, there are some simple 

rules you can take. 

It’s simple to get started. And, along with talking to your 

child regularly, using parental controls is one of the best 

ways to help keep children safe online. 


